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Case study: Cybersecurity risk management

In a world and business environment increasingly dependent
on digital infrastructure, cybersecurity remains of critical strategic
importance for Assala. New risks arise continuously from national
and international threat actors. Whilst there were no significant
impacts on Assala’s IT infrastructure during the reporting period,
we know that we must remain vigilant and adopt a proactive
approach to cyber threats.

In 2025, our IT teams continued to address cybersecurity risks
through identification, evaluation, and mitigation programmes,
applying industry frameworks and best practices. Building on
the foundations established in 2024 — a comprehensive end-
user training and awareness programme and a 24/7 Security
Operations Centre (SOC) — we have also begun to apply artificial
intelligence (Al), carefully and with human oversight, to strengthen
threat detection and response.

When implementing our cybersecurity controls, our IT teams
consider the environmental, social and governance implications
of their initiatives, driving sustainable, continuous improvement
to our IT processes and systems to support operational readiness.

Mitigation: End-user security awareness

An attack targeting our staff or IT infrastructure remains one
of the biggest identified risks to our business. Such attacks can
cause downtime, lead to personal or process safety incidents
during operations, and result in breaches of sensitive personal
or proprietary data.

We continue to foster a culture of IT security that drives
accountability for users’ roles in protecting the business, its
employees, and the environment. All Assala IT users complete
regular training, with immediate feedback on their performance
to swiftly identify additional support requirements. Training
content is continually refreshed to reflect the latest security
threats and the best practices to address them.

Mitigation: Robust cybersecurity framework

In line with Assala’s Values, our IT teams apply international
standards and best practices and continue to implement the
National Institute of Standards and Technology (NIST)
Cybersecurity Framework, which provides a comprehensive
structure for managing cybersecurity risks and focusing on
continuous improvement.

Mitigation: Multi-layered security
and 24/7 Security Operations Centre

Assala operates multi-layered cybersecurity controls alongside
its 24/7 SOC, meaning that, if one security layer is compromised,
additional layers are in place to protect Assala’s data, systems,
and users. The SOC continuously monitors and analyses Assala's
security alerts, enabling us to adapt swiftly to the evolving threat
landscape and ensuring enhanced security, data protection,
and business continuity.

Mitigation: Al-enhanced detection and response

As part of our multi-layered defences, Assala has strengthened
its capabilities with self-learning threat detection. Rather than
relying solely on signatures of previously known attacks, the
technology continuously learns the normal ‘pattern of life’ of
the devices and users on our network, allowing novel and
emerging threats to be identified in real time.

Al also supports our SOC analysts: security detections are
automatically enriched with a plain-language summary and
correlated with asset ownership, endpoint protection status
and known vulnerabilities, accelerating triage and response. Al
augments rather than replaces human judgement — decisions
remain with our security professionals at all times.
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Outcomes

Through this approach, Assala:

e Ensures compliance by aligning our processes with
regulatory data protection requirements, as well as with
international standards and best practices.

e Drives accountability for cybersecurity across the
organisation by highlighting and educating stakeholders
on effective technology, information and hardware
management.

e Facilitates comprehensive risk management by encoura-
ging proactive identification, assessment and mitigation of
risks.

e Accelerates detection and response by responsibly
adopting Al to identify threats earlier, with human oversight
at the centre of decision-making.

e Protects stakeholder data by following international best
practice for management of sensitive information.

e Reinforces our reputation as a responsible operator
by demonstrating our commitment to mitigating risks
associated with ineffective cybersecurity.

e Optimises resources by avoiding the wasteful expenditure
of energy and resources required to resolve breaches.

e Reduces electronic waste by mitigating the likelihood of
hardware becoming obsolete due to damage caused by
malware and viruses.



nssnln www.assalaenergy.com
m www.linkedin.com/company/assala-energy/
I
ENERGY All rights reserved: Assala Energy UK Limited. Published May 2026.
Creation, design and production: You Are Stories (www.youarestories.com).




